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Background 
FAA’s Traffic Flow Management (TFM) provides the Aircraft Situation Display to Industry (ASDI) data feed to external aviation data vendors. In the past, dedicated communication lines have been used for this communication between TFM and a range of public and private facilities. The Internet, however, holds out the promise to greatly reduce communications cost by allowing an alternative to dedicated lines. Lowering communications costs would not only be good in itself, but it would offer the additional benefit of allowing a wider range of organizations access to that data. 

Purpose of this Document 
The FAA has selected the use of site-to-site virtual private network (VPN) as the solution that provides the required communication security.  External connections to a NAS system such as TFM require security controls as defined in the FAA Telecommunications Infrastructure (FTI) Enhanced Data security - option 8 (referred to as ED8-enabled services). ED8-enabled services support the establishment of virtual connections between the TFM system and external systems.  ED8 services can extend the TFM IP network into an “extranet” over non-FAA transport resources (such as the Internet or Dedicated Transmission Services, DTSs).  The FTI ED8 extranet gateways terminate all ED8-enabled services.  The gateway makes use of IP Security (IPSec) controls such as Virtual Private Networks (VPNs) to create authorized connections between external systems and the ED-8 gateway.  Figure 1 depicts a typical external VPN connection via ED8 to the TFM system. 
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Figure 1.  ASDI via ED8 Extranet Connection

How to Get Connected to TFM 
If you are interested in connecting to TFM to obtain the ASDI data feed, contact the FAA to get a copy of the memorandum of agreement you need to sign. 

FAA contact: ASDI Program Office 

ASDI-Program-Office@faa.gov
Getting Connected
The basic process for getting connected via an ED8 extranet gateway service includes:

1. Complete Initial Planning:

· Work with FAA TFM program personnel to gather the necessary information on the application operation including Interface Control Documents (ICDs) and other guidance material.

· Exchange IP addresses information (with the TFM program) necessary to configure the access VPN tunnels and allow the application to connect to the ED8 gateway.  This data will be documented via an “IP Supplemental Form” that will be used for configuration control purposes.
· Verify extranet VPN equipment for compatibility with ED8 gateway access and VPN requirements.

· Complete and return required program MOA/MOU for approval.
2. Establish Connection:


· Work with the FTI Vendor (Harris) Ops IP staff to configure the access VPN tunnel between the external system access device and the FAA ED8 extranet gateway.

3. Get Certified:

· For ASDI users establishing an operational connection for the first time, it will be necessary to certify your system before it is allowed to communicate with FAA operational TFM ASDI services.  This is accomplished by connection to an interim test system.  This step includes interoperability testing with an interim test system before moving onto the operational ASDI data feed. 
4. Begin Operation:

· Once the FAA application sponsor grants permission to operate, you will be allowed the appropriate access to exchange data.  Please see the sections below for additional information. 

End-User Security Responsibilities 
To establish and operate an access VPN service to the ED8 extranet gateway, external users must comply with all security configurations.  The following security responsibilities are required to be satisfied:  
· All end-users must comply with all FAA policies and technical requirements as well as sign any MOAs required to operate. 

· All end-users must provide a written statement verifying their compliance with all FAA policies and technical requirements, particularly as specified in the MOA, ICD and VPN Requirements documents. 

· End-users who are recipients of Class I data must undergo an annual security audit as specified by the FAA, and provide the results to the FAA. 

· All end-users should appoint a single point of contact to manage and oversee establishment of connectivity. This is particularly required in organizations where several departments are employed to build the connection. 
· The end-user must maintain all VPN, firewall and operating system software at a currently supported version and apply all appropriate system and security patches. 

· The application server that connects to TFM to receive the ASDI data must reside on a network segment that is protected from the Internet and unauthorized access by an IPSec compliant firewall. 

· The application server that connects to TFM to receive the data must NOT be the same server that is publicly available to distribute the data to the end-user's customers. 

· The application server that connects to TFM to receive the data must NOT be the same system that hosts the firewall/VPN. 

· The end-user must provide a diagram showing their proposed network topology for their connectivity to TFM 

End User Technical Requirements 
To establish and operate an access VPN service to the ED8 extranet gateway, external users must comply with all security configurations as well as be compatible with ED8 gateway equipment.  IPSec encompasses a suite of protocols, however the FAA reserves the right to dictate particular choices to meet best practices and security mandates.  To use the ED8 VPN gateway, end-users must satisfy the following technical requirements:
1. A site-to-site VPN will be used between TFM and the end-user’s VPN gateway. 

2. The end-user’s VPN gateway must have a fixed, Internet-addressable IP address. 

3. The end-user must install VPN software that complies with the IPSec standard. The VPN must support: 

· Encapsulation Security Payload (ESP) 

· Encryption: AES-256 

· Authentication: SHA-1 

· IPSec / IKE Authentication: Pre-shared secret and digital certificate 

· IKE phase 1: Diffie-Hellman group 5 

· Perfect Forward Secrecy (PFS): Diffie-Hellman group 1 

4. The end-user must install a firewall that will protect TFM and the end-user’s network from the Internet. This firewall must have the following properties:
· It must have a written security policy that is implemented. This security policy must allow only the approved traffic to go to TFM.  All other access must be prohibited. 

· The security policy must be granular enough to specify source IP address, destination IP address, and ports. 

· The firewall must protect the VPN. That is, the firewall and VPN gateway must be on the same device or the firewall must be between the VPN gateway and the Internet. Only the operating system and security software should be installed and run on this hardware. 

· The firewall must keep logs that store data necessary to analyze a potential attack. These logs must also show detailed data on connection attempts and VPN negotiations. These logs must be made available to FAA upon request. 

· The firewall must employ stateful inspection and not just do packet filtering. 

· The client hosts participating in the VPN must be protected from unauthorized access and Internet attack. 

5. The end-user must run the VPN and firewall software on a dedicated machine that runs a secured and hardened operating system. No other software should be run on the firewall/VPN system. Furthermore, standard best practices should be used in securing the Internet/VPN end point and unnecessary services such as telnet be disabled. 

Summary 
This document has spelled out the technical requirements that an end-user must meet if it is to be allowed to connect over the Internet (VPN) via the ED8 Gateway to TFM for the XML ASDI data feed. 
Appendix A: VPN Tunnel Technical Requirements 
To establish and operate an access VPN service to the ED8 extranet gateway, external users must comply with all security configurations as well as be compatible with ED8 gateway equipment.  IPSec encompasses a suite of protocols, however the FAA reserves the right to dictate particular choices to meet best practices and security mandates.  In general, to establish extranet services users must:

· Provide to the TFM program; the VPN end point tunnel IP address on the vendor side of the VPN tunnel and the user polling IP address associated with the VPN

· Provide to the TFM program; one or more fixed public IP addresses for the servers that will be accessing the ASDI data across the ED8 gateway.  
Note: This information is needed by the TFM program so that the information can be forwarded to the ED8 network engineers to configure the access for the VPN tunnel.

· Comply with standard ED8 access VPN service / IPSec settings:

· Encapsulation Security Payload  (ESP)

· Encryption:  AES-256

· Authentication:  SHA-1

· IPSec / IKE Authentication:  Pre-shared secret and digital certificate

· IKE phase 1: Diffie-Hellman group 5

· Perfect Forward Secrecy (PFS): Diffie-Hellman group 1

· Pre-shared secret key (to be exchanged at the time of VPN establishment)

Note:  Ops IP Network does not use simplified mode, aggressive mode or VPN communities for ED8 access VPN tunnels.  

· Conservatively configure security settings to permit only the required application traffic.  The IP source, destination, and ports must be fully specified.  

Example:

Client source IP:
x.x.x.x  (to be provided by clients when establishing the VPN connection)
Destination IP (Server):
y.y.y.y  (to be provided by TFM program when the connection has been approved)
Destination TCP Port:

4060 

· Prohibit all other access.

Appendix B: Equipment Compatibility

All ED8 access VPN tunnels created between the FAA and external end-user systems are based on IPSec.  Vendor implementation variances could result in compatibility problems even though IPSec is an open suite of standards (see RFC 2401 for general information).  The likelihood of vendor incompatibility has diminished significantly over the last several years.  

Cisco appliances are used to decrypt/terminate ESP IPSec tunnels between the FAA and external users. Below is the vendor documentation listing its compatibility with other Cisco products as well as known alternative vendors for this functionality.  The lists may not be complete and should not be regarded as mandatory. It is provided simply as a courtesy to potential end-users.

Site-to-Site VPN Compatibility between FTI Cisco Appliance and Other VPN Products

	VPN Gateway
	Versions Supported

	Cisco ASA 5500 Series Appliances
	Cisco ASA Software Version 7.0(1) and later

	Cisco IOS Software Routers
	Cisco IOS Software Release 12.1(6)T and later

	Cisco PIX Security Appliances
	Cisco PIX Security Appliance Software Version 6.0(1) and later

	Cisco VPN 3000 Series Concentrators
	Cisco VPN 3000 Series Concentrator Software Version 3.0 and later


The following products have been tested successfully with the FTI Cisco Appliance Key exchange and ESP encryption:


	Vendor 
	Product 
	Product Version 
	Operating System 

	Check Point Software 
	*Checkpoint VPN-1/Firewall-1 NGX on SecurePlatform 
	R60 
	customized Linux 

	Check Point Software 
	Checkpoint VPN-1/Firewall-1 NGX on SecurePlatform 
	R60 HFA03 
	SecurePlatform 

	Cisco Systems 
	Cisco 87x & 18X Integrated Service Routers 
	12.4(6)T2 
	Proprietary 

	Cisco Systems 
	*Cisco IOS Router Family Vers 12.4(1a) 
	12.4(1a) 
	Proprietary 

	Cisco Systems 
	Cisco IOS Router Family Vers 12.4(6)T 
	12.4(6)T 
	Proprietary 

	Cisco-Linksys 
	BEFVP41 
	2.0 
	Proprietary 

	FortiNet Inc. 
	FortiGate Family of Antivirus Firewalls 
	2.80 
	FortiOS V2.8 

	Huawei-3com 
	*Quidway SecPath Security Gateway Family 
	3.30 
	Proprietary 

	Intoto Inc. 
	iGateway 
	3.3SP1P25 
	Proprietary 

	Juniper Networks 
	Netscreen Security Gateway Product Group 
	5.0.0r4 
	Proprietary 

	Lucent Technologies 
	*Lucent VPN Firewall IPsec Product Group 
	8.0.302 
	Proprietary 

	Lucent Technologies 
	Lucent VPN Firewall IPsec Product Group 
	8.0.396 
	Proprietary 

	Secure Computing Corporation 
	Sidewinder G2 Firewall 
	6.1.0.00 
	Proprietary 

	Stonesoft Corporation 
	StoneGate Firewall 
	2.61 
	customized Linux 

	TippingPoint, a division of 3Com 
	TippingPoint X505 
	2.2.4.6517 
	Proprietary 
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